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Motivation and 
Challenges in IoT 
Testing



Convergence 
of ICT and OT

ICT

OT

• Openness
• Security and Privacy
• Availability and Reachability
• Virtualization
• Latency tolerant
• Highly dynamic

• Isolated Networks
• Security and Safety
• Availability and Reliability
• Robustness
• Realtime (µs)
• Mostly static



IoT Testing

ICT

OT

IoT
• Diverse thread and attack vectors
• Diverse protection profiles
• Diverse testing methodologies



Testing 
Approaches

IoT Testing

Security 
Testing
•Vuln. scan
•Pen.-Testing
•...

Protocol 
Testing
•Conformance
•Interoperability
•…

System 
Testing
•Unit-Testing
•Integration
•…



The IoT-T Project



Standardization Methods

Certification body

The IoT-T
Project

Customer

(Requirements and 
Use-cases)

New Requirements



IoT Testing Landscape



Challenges in 
testing IoT

IoT Application Logic

IoT Services Layer

Cellular: 4G, NB-IoT, Cat-M1, EC-GSM, 5G
Non-Cellular: Wifi, LoRa, Sigfox, Zigbee, BLE 

IPv4 / IPv6

TCP UDP

CoAPMQTT-SN

DTLSTLS / SSL

MQTTHTTP…OPC*

C

Conformance

I

Interop.

T

Compliance-
Tool

C

Certification
C C

C I T C

C I T C

C
I
T
C

B

Battle 
Proofed

B B

B

B

B B

C T

I



Newcomer vs. 
Fieldbuses

Level 0

Field

Level 4

Business

Level 3

Operations 
Support

Level 2

Supervisory

Level 1

Control

› PLCs

› Edge Devices

› Sensors

› Machinery

› DCS / SCADA

› HMI

› MES

› Control DMZ

› Enterprise Cloud

› ERP 

› Office

Protocol Open
Spezification

Stand.
Testcases

Testware
available
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• IT ensures Quality with Ref. Implementations and Plugfests
• OT is driven by standards and independent certifications



The IoT-Testware



IoT-Testware 
Scope

The Three Software Stacks Required for IoT Architectures, Eclipse IoT Working Group, September 2016

Scope of IoT-Testware



IoT-Testware
Big Picture

…

ETS

Reporting

Logging

TP: Test Purpose
TSS: Test Suite Structure

ATS: Abstract Test Suite
ETS: Executable TS
SUT: System Under Test

TSS TP ATS



CoAP 
ATS

CoAP 
ETS

Fuzzed 
Data

SUT

ATS: Abstract Test Suite
ETS: Executable TS

Fuzzing 
Approach



Additional 
Tooling for 
IoT-Testware

Take available software and tools …

… and adding public testuites as a result of insights from IoT 
testing:

…

MQTT CoAP

LoraWAN OPC-UA



IoT-Testware Use Cases



Verification &
Validation

Requirements

Design

ImplementationTest

Evolution

Implementation
IUT

…

Input

„executable
specification“



Conformance
Comparison
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Security & 
Robustness

IUTFuzzed Data

+



Eclipse Titan 
RIoT

Performance IUTLoad

htop



Demo



Demo

IoT-Testware
Webserver …

SUT

https://192.168.56.102:3001/


Evaluate the Sessions
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Sign in and vote at eclipsecon.org
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TS
Test System

TS
Test System

Test 
Configurations

Server / 
Broker

SUT
System Under Test

TS
Test System

Client

Server / 
Broker

Client

Server / 
Broker

Client



Test Purpose
Table

TP Id TP_MQTT_Broker_CONNECT_001

Test Objective The IUT MUST close the network connection if fixed header flags in 

CONNECT Control Packet are invalid

Reference [MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1], [MQTT-3.2.2-6]

PICS Selection PIC_BROKER_BASIC

Initial Conditions

Expected Behaviour

ensure that {

when {

the IUT receives a CONNECT message containing

header_flags indicating value '1111'B;

} then {

the IUT closes the TCP_CONNECTION

}

}

Final Conditions



Test Purpose
TDL

Test Purpose { 

TP Id TP_MQTT_Broker_CONNECT_001

Test objective "The IUT MUST close the network connection if fixed                    

header flags in CONNECT Control Packet are invalid"

Reference "[MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1], 

[MQTT-3.2.2-6]"

PICS Selection PICS_BROKER_BASIC

Expected behaviour

ensure that {

when {

the IUT entity receives a CONNECT message containing

header_flags indicating value '1111'B;

} then {

the IUT entity closes the TCP_CONNECTION

}}}


