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* Openness

* Security and Privacy

* Availability and Reachability
* Virtualization

* Latency tolerant

* Highly dynamic

Convergence
of ICT and OT

* Isolated Networks

* Security and Safety

* Availability and Reliability
* Robustness

* Realtime (ps)

* Mostly static
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» Diverse thread and attack vectors
=+ Diverse protection profiles
* Diverse testing methodologies

loT Testing
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System

Testing
Protocol eUnit-Testing
Testing eIntegration
eConformance

perability

Testing
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The loT-T Project
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loT Testing Landscape
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loT Application Logic

Battle
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Newcomer vs.

Fieldbuses

11D,

[V/loT

Level 4
Business

Level 3
Operations
Support

Level 2
Supervisory

Level 1
Control

Level O
Field

1> DEKRA relay

Enterprise Cloud
ERP
Office

MES
Control DMZ

DCS / SCADA
HMI

PLCs
Edge Devices

Sensors
Machinery

enabling business outcomes
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Protocol

Open
Spezification

Stand. Testware Conformance
Testcases available Certification
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EtherCAT.

* IT ensures Quality with Ref. Implementations and Plugfests
* OTisdriven by standards and independent certifications
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The loT-Testware
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Communication

Field protocols loT protocols
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loT-Testware
Scope

Remote
Management

Hardware 'ﬁ
Abstraction Layer (HAL)

OS / RTOS {C:)}

CONSTRAINED DEVICES

Scope of loT-Testware
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Field protocols loT protocols

Network Management E

Application Runtime 0OF
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Application
Enablement

Event Management,
Analytics & UI

Data
Management

Device
Management

Device
Registry

OS / PaaS

>

10T CLOUD PLATFORM

The Three Software Stacks Required for loT Architectures, Eclipse loT Working Group, September 2016
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OASIS 9]
EITR » ATS I ‘T
TESTWARE

Reporting
TP: Test Purpose

TSS: Test Suite Structure
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Fuzzing
Approach
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Take available software and tools ...

@TITAN Gog ) - kura B ruzzq ...
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loT-Testware resting
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loT-Testware Use Cases
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/ Eclipse Titan \
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Interfaces

& General

P Getting Started |0T—T€Stwa re
@ About
D History P Start Tools ¥ @ Test Suites ¥ = Reporting~¥ d»lcons ¥ o

@ Test Suites

@ Resources

® Help It is the aim of the project to supply a rich set of TTCN-3 test suites and test cases for IoT technologies to enable developers in setting up a comprehensive test

. environment of their own, if needed from the beginning of a project. TTCN-3 has been defined and standardized by the European Telecommunication Standards

< MQTT Institute in ETSI ES 201873 and related extension packages. It is implemented and supported in Eclipse loT by the Titan project.

S CoAP The initial contribution of loT-Testware to Eclipse will focus on protocols like CoAP and MQTT. This list will be extended during the project. To ensure test and
implementation technology independence, and the test suites will be realized in TTCN-3 and implemented with Titan. The test suites will contain tests for
conformance, interoperability, robustness, and security aspects.

&5 OPC-UA
Eclipse Titan has already protocol modules for [oT including type systems and codec. loT-Testware will rely on these type systems and develop codec libraries and

@ Tools test cases based on them.

The loT-Testware test suites will have a well-defined test suite structure (TSS) and a set of protocol implementation conformance statements (PICS) as well as
protocol implementation extra information for testing (PIXIT). The work will follow the standardized approach as defined in ISO “Conformance Test Methodology and
Framework” 1ISO 9646 and the best practices as described by ETSI White Paper No 3 “Achieving Technical Interoperability — the ETSI Approach”.

GDPR
Eclipse loT-Testware
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& General

< MQTT MQTT Test Suite

Conformance

@ Fuzzing
& Test Purposes Host
D History
_ = Host &% Port
[da Evaluation
® Resources
PIXIT
® Help
& Username & | Password @
&5 CoAP
B Client ID & Topic Name
& OPC-UA
& Tools Test cases
» PICS_BROKER_BASIC
» PICS_BROKER_LWT
> PICS_BROKER_RTND
» PICS_BROKER_AUTH
» PICS_BROKER_QOS_1
» PICS_BROKER_QOS_2

| 2 Run



Interfaces

= Genera CoAP Test Suite

& MQTT
“ CoAP
Conformance Host
@ Fuzzing = Host % Port
& Test Purposes
D History
. Resource Creator =

|&s Evaluation
@ Resources v[d3) ®rosT BUPDATE MDELETE
® Help

B Resource ID E URI
& OPC-UA

+

‘@& Tools

Resources

Test cases
» PIC_Server

| 2 Run
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General
v Finished

@ MQTT Conformance TeSt: MQTT Test Run finished

Conformance

@ Fuzzing

Expand all Off

& Test Purposes

‘D History

# Test Case Verdict Reason

ldw Evaluation © TC_MQTT_BROKER_CONNECT_001 IBE88] 1UT closed the Network Connection correctly

® Resources © TC_MQTT_BROKER_CONNECT_002 - IUT does not accept incorrect Protocol Names

® Help © TC_MQTT_BROKER_CONNECT_003 - IUT answered correctly with ACK and return code 0x00
© TC_MQTT_BROKER_CONNECT_004 - IUT closed the Network Connection correctly

<5 CoAP © TC_MQTT_BROKER_CONNECT_005 - IUT closed the Network Connection correctly

& OPC-UA

GDPR
‘& Tools Eclipse loT-Testware
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& General
Browse Test Purposes for MQTT
.@,
el #* ID Objective
Conformance © TP_MQTT_Broker CONNECT_001 The IUT MUST close the network connection if fixed header flags in CONNECT Control Packet are invalid
@ Fuzzing TP ID: TP_MQTT Broker CONNECT_001
& TestP
@ TestFurposes Test Objective: The IUT MUST close the network connection if fixed header flags in CONNECT Control Packet are invalid
D History
Reference: [MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1], [MQTT-3.2.2-6]
las Evaluation
PICS: ®- PICS_BROKER_BASIC

® Resources
® Help Expected Behaviour:
$» CoAP ensure that {

when {
é% OPC-UA the IUT entity receives a CONNECT message containing

header flags indicating value '1111'B;
@) }
@ Tools A
the IUT entity closes the TCP_CONNECTION
}

If the Protocol Name is incorrect the IUT MAY disconnect the Client or it MAY continue processing the
CONNECT packet.

The IUT MUST respond to Protocol Levels which it supports (in scope: MQTT-3.1.1) with return code
0x00

The IUT MUST validate that the reserved flag in the CONNECT Control Packet is set to zero and
disconnect the Client if it is not zero

© TP_MQTT _Broker CONNECT_002

© TP_MQTT_Broker_ CONNECT_003

© TP_MQTT _Broker CONNECT_004

If the Will Flag is set to 1, the Will QoS and Will Retain fields in the Connect Flags will be used by the

©
TP_MQTT_Broker_CONNECT_003 IUT, and the Will Topic and Will Message fields MUST be present in the payload.



lest Run History

= General

P Getting Started

@ About

D History Browse Historical Files
Test Suites

® Resources

® Help Selected: None
& MQTT History
& CoAP Name
¥ MQTT
& OPC-UA

iottestware.mqtt.alexander-VirtualBox-hc.log
‘@& Tools iottestware.mqtt.alexander-VirtualBox-mtc.log
mqtt.cfg
report.pdf
tcpdump.pcap
» MQTT
» MQTT
¥ CoAP
coap.cfg
iottestware.coap.alexander-VirtualBox-hc.log

iottestware.coap.alexander-VirtualBox-mtc.log

report.pdf

Interfaces

Date ¥
15/10/2018, 16:36:35
15/10/2018, 16:36:35
15/10/2018, 16:36:35
15/10/2018, 16:36:35
15/10/2018, 16:36:35
15/10/2018, 16:36:35
15/10/2018, 16:04:33
15/10/2018, 16:03:06
15/10/2018, 16:01:02
15/10/2018, 16:01:02
15/10/2018, 16:01:02
15/10/2018, 16:01:02
15/10/2018, 16:01:02
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= General

S MOTT ng T00| aAddress: 192.168.56.101
Netmask: 255.255.255.0

a MAC: 00:00:00:00:36:a5
< OPC-UA
e Host

& CoAP

‘& Tools = Host EAddress: 10.10.64.160
all_ping 5 - Select Interface . Netmask: 255.255.254.0
6 hmap = p—

> Run
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TS

Test System

Server/
Broker

SUT

System Under Test

Test
Configurations

Server/
Broker
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Test Purpose
Table
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TP Id TP_MQTT_Broker CONNECT _oo1

[

=00l -e s The IUT MUST close the network connection if fixed header flags in
CONNECT Control Packet are invalid

Reference [MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1], [MQTT-3.2.2-6]
Hles Saldedle PIC_BROKER_BASIC

Initial Conditions

Expected Behaviour

ensure that {
when §
the IUT receives a CONNECT message containing
header_flags indicating value '1111'B;
}then §
the IUT closes the TCP_CONNECTION

}
}

Final Conditions Gefordert durch:
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Test Purpose {
TP Id TP_MQTT_Broker_ CONNECT_001
Test objective "The IUT MUST close the network connection 1if fixed
header flags in CONNECT Control Packet are invalid"
Reference "[MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1],
[MQTT-3.2.2-6]"

_eSt Purpose PICS Selection PICS_BROKER_BASIC

Expected behaviour

_DL ensure that {

when {

the IUT entity a CONNECT message containing
header_flags indicating value '1111'B;
} then {
the IUT entity the TCP_CONNECTION
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